3apeructpupoBano B Muntocte P® 19 ¢espans 2010 r. N 16456

OEJTEPAJIBHASA CNYKBA 11O TEXHUYECKOMY U
IKCIIOPTHOMY KOHTPOJIIO

ITPUKA3
ot 5 deBpass 2010 r. N 58

OB YTBEPKJEHUU MOJIOXEHUSI O METOJIAX U
CIIOCOBAX 3AIMTHI UH®OPMAILIUM B
UH®OPMAIIMOHHBIX CUCTEMAX MMEPCOHAJIBHBIX
JTAHHBIX

B cootBercTBum ¢ myakTom 3 IlonoxkeHust 06 obecriedeHnu 6e30MacHOCTH MEPCOHATBHBIX JTaHHBIX
npu ux o00paboTke B HHGPOPMAIMOHHBIX CHCTEMax IEPCOHAJbHBIX JIAHHBIX, YTBEPKICHHOIO
[Toctanosnenunem IlpaBurensctBa Poccuiickoit @eneparuu ot 17 HossOps 2007 r. N 781 (Cobpanue
3akoHoarenbcTBa Poccuiickoit deneparuu, 2007, N 48, ct. 6001), npukaspiBaro:

YTBepaute mpuiaraemoe IlomokeHue o wMeromax u  cmoco0ax 3amMThl  MHGOpMAIMH B
MH(POPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHbIX.

Jlupexmop @edepanvHoti cyxHcow
N0 MEeXHUYeCKOMY

U I9KCNOpmHOMY KOHmMpOJitO

C.I'PUT'OPOB

Ipunoscenue
K IIpuxazy @®CTOK Poccuu
om 5 pespans 2010 2. N 58

HOJOXEHHUE

O METOJAX U CIIOCOBAX 3AIINUTHBI UHOOPMAIINHU
B UHOOPMAIINMOHHBIX CUCTEMAX
HEPCOHAJIBHBIX TAHHBIX
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. O0uIne mos10KeHU s

1.1. Hacrosimee Ilonoxenue pa3paboTaHo B cOOTBETCTBUU C llojokeHueM o0 obecriedeHHH
0€30MaCHOCTH TEPCOHATBHBIX JaHHBIX NpU HMX 00paboTke B WH(POPMALMOHHBIX CHUCTEMaXx
IIEPCOHANIBHBIX  JTAHHBIX, yTBEpKIEHHBIM IlocranoBinennem IlpaBurenscrBa  Poccuiickoit
®Oenepanun ot 17 HOos16pss 2007 r. N 781 (Cobpanme 3akoHonaTenbcTBa Poccuiickoit deneparum,
2007, N 48, ct. 6001), n ycraHaBIMBaeT METOJbI M CIIOCOOBI 3aIUTH HH(POPMALIUHU, TPUMEHSIEMBIE
I oOecrieueHus: 0e30MacHOCTH TEPCOHANBHBIX JaHHBIX MPH X 00paboTKe B MH(OPMAIIMOHHBIX
cUCTeMax TIEepPCOHAIBHBIX JaHHBIX (Aajee - WH(POPMALMOHHBIE CHUCTEMBI) TOCYAAPCTBEHHBIMU
OpraHamM#, MYHHIUNAIGHBIMA OpraHaMH, IOPUIMYECKUMH WM  (QU3UYECCKUMH  JIUIAMH,
OpPTraHU3YIOIIUMH W (WIM) OCYHIECTBISIOIIMMU O0pabOTKy NEpCOHAIBHBIX MaHHBIX, a TaKXKe
OTIPENIENSIOIIUMH IIEJT U COJIepKaHue 00pabOTKH MEPCOHANBHBIX JaHHBIX (Jajiee - OrepaTop), Wil
JMIIOM, KOTOPOMY Ha OCHOBaHMHU JIOTOBOPA ONEepaTop MopydaeT o0paboTKy NepCOHATBHBIX TaHHBIX
(manee - yrmoJHOMOYEHHOE JIHIIO).

B mnactosmem [lomokeHMM He paccMaTpHBAIOTCS BOMPOCHL  OOecreueHHus O0e30IMacHOCTH
MNEPCOHATIBHBIX JAaHHBIX, OTHCCCHHLIX B YCTAHOBJICHHOM MNOPAAKEC K CBCACHUAM, COCTABJJIAIOIIUM
TOCYapCTBEHHYIO TaiiHy, a TakXe BOIPOCHI TNPHMEHEHUS KPUNTOrpau4YecKux METOAOB |
CII0CcO00B 3alUThI HH(OPMALIUH.

1.2. K METOJaM U crocodam 3allIUThI I/IH(I)OpMaI_[I/II/I B I/IH(1)OpMaI_II/IOHHBIX CHUCTEMAaXx OTHOCATCA:

METOABl M CHOCOOBI 3allMThl WHQPOpPMANUU, 00padaThIBAEMONH TEXHHUUYECKUMH CPEICTBAMU
WH(OPMAIIMOHHONW CHCTEMBI, OT HECAHKIMOHHPOBAHHOTO, B TOM YHCIIE CIy4alHOTO, JOCTyMa K
NEPCOHAIBHBIM JIaHHBIM, PE3YJIbTATOM KOTOPOIO MOXKET CTaThb YHUYTOKEHHE, W3MCHEHHE,
OJIOKMpPOBaHHE, KOIMPOBAHUE, PACIPOCTPAHEHUE TMEPCOHAIBHBIX JIAHHBIX, a TaKKe HHBIX
HECAHKIIMOHMPOBAHHBIX JCUCTBUH (llajiee - METOAbl M CIIOCOOBI 3alIUThl WHQPOpPMAIUU OT
HECaHKITMOHHUPOBAHHOTO JIOCTYTIA);

METO/bI M CIIOCOOBI 3alIUThl pedeBOi HH(OpMaIuy, a Takke HHPOPMALIUK, IPEICTAaBICHHON B BUJIE
MH(OPMATUBHBIX 3JEKTPUYECKUX CHUTHAJIOB, (PU3NYECKUX TMOJEeH, OT HECaHKIMOHHUPOBAHHOIO
JOCTYIIa K TIEPCOHAJIBHBIM JAaHHBIM, PE3YJBTATOM KOTOPOIO MOXET CTaThb KOIHUPOBAHUE,
pacnpocTpaHeHue NePCOHANIbHBIX JaHHBIX, a TAK)KE MHBIX HECAaHKIIMOHUPOBAHHBIX JIEUCTBUH (Hasee
- METOBI M CIIOCOOBI 3aLUTH MHYOPMAIMK OT YTEUKH 110 TEXHUYECKUM KaHaJlaM).

1.3. /lna BbIOOpa M peanu3anii METOJIOB M CIOCOOOB 3allUThl HH(pOpPMALUK B MH(OPMAIIMOHHON
CHUCTEME OIepaToOpoM WM YHOJHOMOYEHHBIM JIMIIOM MOXET Ha3HayaTbCsl CTPYKTYpHOE
NOJpa3JieIeHue WM  JOJDKHOCTHOE JMIO  (paOOTHHUK), OTBETCTBEHHblE 3a oOecreyeHue
0€30I1aCHOCTH NEPCOHAIBHBIX JaHHBIX.

Jns BbIOOpa M peanu3alii METOJOB M CHOCOOOB 3aIlUMThl MH(GOpMAlMM B HUHPOPMALMOHHOM
CUCTEME MOJKET MPUBJIEKAThCS OpraHu3aIus, umeronasi ohOpMIICHHYIO B YCTAHOBIIEHHOM IOPSIJIKE
JMIIEH3UI0O Ha OCYUIECTBICHHUE [EATEIBHOCTH MO TEXHUYECKOM 3amure KOH(UACHUIUAIbHON
uH(pOpMaLIUH.

1.4. BeiOop 1 peanu3aiysi METOJIOB U CIIOCOOOB 3alIUTHI MH(OpMAIMK B HUHPOPMALIMOHHOM cucteme
OCYIIECTBIISIIOTCS HAa OCHOBE OIpEAENsSeMBbIX ONepaTopoM (YHOJHOMOYEHHBIM JIMIIOM) YTIpo3
0€30MaCHOCTH  MEPCOHAJIBHBIX JAaHHBIX (MOJAEIM YIrpo3) M B 3aBUCUMOCTH OT Kjacca
MH(OPMALIMOHHON CHCTEMBI, OIPENEJIeHHOI0 B COOTBETCTBUM ¢ Ilopdakom mpoBereHHs
KJaccu(puKauy UHGOOPMAIIMOHHBIX CHUCTEM IEepPCOHAIBHBIX JaHHBIX, yTBepKAeHHBIM [Ipukazom
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®CTIK Poccun, ®CBh Poccun u Munundopmcssizu Poccun ot 13 despans 2008 r. N 55/86/20
(3apeructpupoBad Munioctom Poccuu 3 ampens 2008 r., peructpannonnsiii N 11462).

MO,Z[GJ'IB yrpos paspa6aTblBaeTc;I Ha OCHOBE MCTOAMYCCKHX ITOKYMCHTOB, YTBCPXKICHHLIX B

cootBercTBUM ¢ yHKTOM 2 [ToctanoBnenus [IpaBurensctBa Poccuiickoit @enepanuu ot 17 HosIOps
2007 r. N 781.

1.5. BeiOpaHHbIe U peaTn30BaHHBIC METOBI U CIIOCOOBI 3alIUThl HH(pOpMaUKU B UHOOPMAITMOHHON
CHUCTeME JOJDKHBI 00ecnednMBaTh HEHTpaM3alliio IPEroiaraéMblX yrpo3 0e30macHOCTH
NEPCOHANBHBIX JaHHBIX PU X 00paboTKe B MHPOPMALMOHHBIX CUCTEMAaxX B COCTaBE CO3aBaeMOil
oreparopoM (yrmoJTHOMOYEHHBIM JIUIIOM) CUCTEMBbI 3aIIUThI IIEPCOHATBHBIX JTAHHBIX.

I1. MeToabl 1 ciocoObl 3a1IUTHLI HHGOPMAIIUMH OT
HECAHKIIMOHUPOBAHHOIO 10CTYIA

2.1. MeTtogamMu u crocodamu 3allIUThI I/IH(bOpMaI_II/II/I OT HCCAHKITMOHHUPOBAHHOT'O AOCTYIIA ABJIAAKOTCS:

peanu3anys pa3pelnTenbHON CUCTEMBI JIOMyCcKa MoIb30BaTesel (00CIy)KUBaIOIIEro nepcoHaia) K
MH(OPMaLIMOHHBIM pecypcaM, MHPOPMALMOHHONM CHUCTEME U CBA3aHHBIM C €€ HCIIO0JIb30BAaHHEM
paboTam, TOKyMEHTaM;

OrpaHMuYEHUE JOCTyIa I0Jb30BaTeNeld B IOMEIIECHHUS, /1€ pa3MELIeHbl TEXHUYECKHUE CPE/ICTBA,
HO3BOJISIOIINE OCYIIECTBIATh 00pPa0OTKY MEPCOHAIBHBIX JAHHBIX, & TAKXKE XPAHATCS HOCHUTENN
uH(popMaLuu;

pasrpaHUyeHHe JOCTyIa MOJb30BaTelled M OOCIYXHMBAIOIIET0 MepcoHana K HH(POPMAIMOHHBIM
pecypcam, MPOorpaMMHBIM CpeJICTBaM 00pabOTKH (Tepeladn) U 3Tl HHPOPMAITUH;

peructpanus  JEUCTBUM  IOJb30BaTened U OOCIYXKHUBAKOLIEro  IEpCOHaja,  KOHTPOJb
HECaHKIMOHUPOBAHHOTO JOCTyNa M ACHCTBUI MOJb30BaTeNel, O0OCITYKHBAIOLIEr0 IepcoHala U
MOCTOPOHHUX JIUIL;

YUYC€T U XpaHCHUC CHbCMHBIX HOCHUTEIEH I/IHq)OpMaI_[I/II/I n ux 06pameHI/Ie, HCKIIIOYAmeC XUIICHUC,
MNOAMCHY U YHUUYTOXKCHHE,

pe3epBUPOBAHNE TEXHUYECKUX CPE/ICTB, AyOJIMPOBaHHE MAaCCUBOB M HOCUTENEH NHPOpMaIUY;

WCIIONIb30BaHUE CPEACTB 3allUThl WHGOpPMAIlMK, TMPOUISANINX B YCTAHOBJICHHOM MOPSIIKE
IPOLEAYPY OLIEHKH COOTBETCTBHUS;

HCIIOJB30BaHHUC 3alllMIIICHHBIX KaHAJIOB CBA3H,

pasMelleHHe TEXHUYECKUX CpPEeICTB, MO3BOJIAIONIMX OCYHIECTBIATh OOpabOTKY MEepCOHATbHBIX
JIAaHHBIX, B IIPEJEIIax OXpaHsAEMON TEPPUTOPHH;

opraHu3amus (PU3NYECKOW 3alIUThl TIOMEIICHWHM W COOCTBEHHO TEXHHUYECKHUX CPECTB,
MO3BOJIIOIINX OCYIIECTBISTH 00padOTKy MEPCOHANBHBIX JaHHBIX;

NpEeNOTBpallleHHe BHEIpPEHHs] B  HHQOPMAIIMOHHBIE CHCTEMBl  BPEAOHOCHBIX  IMPOTPaMM
(MporpaMM-BHPYCOB) U MPOTPAMMHBIX 3aKJIJI0K.

2.2. B cucreMe 3amuThl MEPCOHATBHBIX JAaHHBIX MH(POPMALMOHHOM CHUCTEMBI B 3aBHCHMOCTH OT
KJjlacca MH(OPMALIMOHHOW CHUCTEMBl M HCXOJS M3 Yrpo3 0e30MacHOCTH MEPCOHAIbHBIX JaHHBIX,
CTPYKTYpPbl HH(OPMAIMOHHOW CHUCTEMBI, HAJIWYHMs MEXCETEBOTO B3aUMOJEHCTBUS U PEKHMOB
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00paboOTKK TMEepCOHANBHBIX JAHHBIX C HCIOJIH30BAHHEM COOTBETCTBYIOIIUX METOJOB M CIOCOOOB
3alUThl UHQOPMAIMK OT HECAHKIIMOHMPOBAHHOTO JOCTYyNa pPeaau3yroTcs (PYHKUHUU YIpaBlieHUs
JOCTYIIOM, PErHCTpallid M yd4era, OO0ECleUeHHUs: IEeJOCTHOCTH, aHajh3a 3allUIleHHOCTH,
obecrnieueHns 6€30MacHOr0 MEXCETEBOT0 B3aUMOACHCTBUS U OOHAPYKEHHS BTOPKEHUH.

MeTtobl ¥ ciocoObI 3alUTHl UHYOPMALIMK OT HECAaHKLIIMOHUPOBAHHOTO JI0CTYIA, 00eCeUNBAIOIINE
GYHKIIUM yIpaBIeHUS TOCTYIIOM, PETHUCTpAlldd M ydera, OOeCleyYeHHs IEeTOCTHOCTH, aHalln3a
3alUIIEHHOCTH, O0OecredeHrs Oe30MacHOTO MEKCETEeBOr0 B3aMMOJCHCTBUS B 3aBUCUMOCTU OT
KJlacca MH(OPMAIMOHHOW CUCTEMBI OIPEACISAIOTCS OINeparopoM (YIMOJHOMOYCHHBIM JIUIIOM) B
COOTBETCTBUHU C MPUIOKEHUEM K HacTosemMy [lonoxenuto.

2.3. B UH(OPMAITMOHHBIX cucremax, MMEIOLIUX MOJKIIFOYEHUE K
MH(}OPMaLIMOHHO-TEIEKOMMYHUKAIIMOHHBIM CETSIM MEXKIYHApOJIHOTO HH()OPMAIIMOHHOTO OOMeHa
(ceTssM cBsi3H OOIIETO TMOJIB30BAHMSI), WM NPU (PYHKIMOHUPOBAHUU KOTOPBIX MPEIyCMOTPEHO
UCIIOJIb30BaHUE CHEMHBIX HOcUTeded uHGOpMalKuKu, HCHOJIb3YIOTCS CpEACTBA AaHTUBUPYCHOM
3alLUTHI.

24. IIpn B3aUMOJICUCTBUHU MH(}OpPMaLMOHHBIX cucTeM c
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU ~ CETAMH  MEXIYHApOAHOIO  MH()OPMAIMOHHOTO
oOMeHa (CeTsIMH CBSI3U OOIIETO NOJIb30BAHUS) HAPSLY C METOJAaMHU U CIIOCOOaMH, yKa3aHHBIMH B
nyHkre 2.1 Hacrosimero IlonoxeHus, OCHOBHBIMH METOJaMHU U CHOocoOaMM 3aIlUThl HH(pOpMaALUU
OT HECAaHKLIMOHUPOBAHHOIO JIOCTYIA ABJISIOTC:

MEKCETeBOE HKPAHUPOBAHUE C IIEJIbIO YNPABJIEHUS JOCTYNOM, (QUIbTpALlUU CETEBBIX MAKETOB U
TPAHCIIALNN CETEBBIX a{PECOB IS CKPBITHS CTPYKTYPHl HHPOPMALMOHHON CUCTEMBI;

OOHapy)XeHHE BTOPXKEHUNW B MHPOPMALMOHHYIO CHUCTEMY, HAPYIIAIONIUX WA CO3JAOIIUX
NPEINOChUIKM K HapyHUICHUIO YCTaHOBIEHHBIX TpeOoBaHUN 1O obecrneueHuto 0e30MacHOCTH
MEPCOHAJIbHBIX JaHHBIX;

aHaM3  3alIUIIEHHOCTH  MH(OPMAIMOHHBIX  CHUCTEM,  Ipeanojaraloliuii  MpUMEHEHUe
CHeHaIN3UPOBAHHBIX MPOTPAMMHBIX CPEICTB (CKaHEPOB O€30MacHOCTH);

3ammTa UHPOPMAIIUHK MPH €€ TIepeiaye o KaHalaM CBSI3H;

UCIIONIb30BAaHUE CMapT-KapT, JJIEKTPOHHBIX 3aMKOB M JPYTUX HOcHUTeled uHopManuu i
HaJeKHOW UJIEHTU(DHUKAIIMY U ayTeHTU(UKAIINY TT0JIh30BaTEINeH

MCIIOJIb30BAaHUE CPEJCTB AHTUBUPYCHOM 3aIIUTHI;

HCHTPATIN30BAHHOC YIPABJIICHUC CHCTEMOM 3aIllUThI NEPCOHANIBHBIX JaHHBIX PIH(i)OpMB.I.IPIOHHOI’I
CHCTCMBI.

2.5. llopkmioueHune  MHQOPMALMOHHBIX  CUCTEM, 0OOpalaThIBalOIIMX  TOCYAAPCTBEHHBIE
UH(POPMaLIMOHHbIE pecypchl, K UH(POPMALIMOHHO-TEJIEKOMMYHHUKALIMOHHBIM ceTsM
MEXIYHapOJAHOTO HH(OPMALIMOHHOTO OOMEHa OCYIIECTBISETCS B COOTBETCTBUU C YKa3oM
[Tpesunenra Poccuiickoit deneparyu ot 17 mapra 2008 1. N 351 "O mepax mo oOecrneyeHHIo
nH(pOpMaITMOHHON 0€30macHOCTH Poccuiickoii ®denepannn npu HCTIOJTb30BaHU U
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTeH MEXIyHapOJHOro MH(OpPMAIMOHHOr0 oOMeHa"
(Cobpanue 3akonomarensctBa Poccuiickoit deneparuu, 2008, N 12, ct. 1110; N 43, c1. 4919).

2.6. I[J'IH obecreueHust 0e30IMacHOCTH NEpCOHAIIbHBIX JaHHBbIX npu INOAKIIOYCHUN
I/IH(l)OpMaHI/IOHHI)IX CHUCTEM K I/IH(bOpMaIII/IOHHO-TGJ’IGKOMMyHI/IKaHI/IOHHI)IM CECTAM MECKAYHApPOIHOI'O
I/IH(I)OpMaI_II/IOHHOFO oOMeHa (CCT}IM CBA3HU OGH.ICFO HOJIBSOBaHI/I}I) C OCJIbIO TIOJYYCHUA
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00mIe10CTYMHON WH(GOPMAIIUU TOMUMO METOJOB M CIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 m 2.4
HacTosmero llomoxkeHusi, MPUMEHSIOTCS CIEAYIOUIME OCHOBHBIE METOJBI U CIOCOOBI 3allUTHI
uH(pOpPMAIIUK OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA:

bunbTpanus BXOMAMMX (MCXOSIINX) CETEBBIX MAKETOB IO IMpaBWJIaM, 3alaHHBIM OIEPaTOpPOM
(YTTIOJTHOMOYECHHBIM JIUIIOM);

HepI/IOI[I/I‘IeCKI/Iﬁ aHaau3 0€30I1aCHOCTH YCTAHOBJICHHBIX MCKCCTCBBIX OKPAaHOB HAa OCHOBC UMHUTAllUU
BHCIIHHUX aTaK Ha I/IHq)OpMaHI/IOHHHC CHUCTCMBI,

AKTHUBHBIN ayauT 0€30macHOCTH MHGOPMAIMOHHON CHCTEMbI Ha MpelIMeT OOHapYKEHUS B pPEeKUME
peanbHOr0 BPEMEHH HECAHKLIMOHUPOBAHHOM CETEBOM aKTUBHOCTH;

aHaJM3 TMPUHUMAEMON 1O WH(POPMAIMOHHO-TEICKOMMYHUKAIMOHHBIM CETSIM MEXITYHApOTHOTO
WH(OPMAIIMOHHOTO OOMEHa (CeTsiM CBSI3U OOIIEro MoJib30BaHUs) WH(GOpMAIMK, B TOM YHUCIIE Ha
HAJIMYHME KOMITBIOTEPHBIX BUPYCOB.

I[J'ISI peai3aliui yKa3aHHbIX MCETOAOB H CI1oco0o0B 3alllUThI I/IH(bOpMaLII/II/I MOTYT IIPUMCHSATBCA
MCIKCECTCBBIC OJKpaHbl, CHCTCMbI O6Hap}I)K€HI/I$[ BTOp)KCHHﬁ, CpeacTBa aHajliv3a 3allUIICHHOCTH,
CIICHUAIMN3UPOBAHHBIC KOMIIJICKCHI 3alllMThI H daHAJIW3a 3alllMIICHHOCTH I/IH(l)OpMaI_II/II/I.

2.7. Hna oOecnedeHus O€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX MPU YAAJIEHHOM JOCTYyNE K
UH()OPMAIIMOHHON cucTeme qepes MH(pOPMAOHHO-TEIEKOMMYHHKAIIMOHHYIO CeTh
MEKTYHapOAHOTO HHPOPMAIIMOHHOTO 00OMeHa (CeTh CBA3M OOIIEro MOJIb30BaHMUs ) TOMUMO METOI0B
¥ CIOCO0OB, yKa3aHHBIX B MyHKTax 2.1 u 2.4 nacrosmero [lomoxeHuns, NPUMEHSIOTCS CIIeTyIOLIHe
OCHOBHBIC METOABI 1N CHOCOOBI 3alIUThI I/IH(I)OpMaIII/II/I OT HCCAHKINMOHHUPOBAHHOI'O AOCTYIIA:

NPOBEPKA MOJJIMHHOCTU OTIPABHUTENS (yIAJIEHHOTO IMOJIb30BATENsI) U LEIOCTHOCTH TMEpeaBaeMbIX
10 MH(OPMAIMOHHO-TEICKOMMYHHKAIMOHHON CETH MEXIyHapOJHOTO MH(POPMAIMOHHOTO OOMeHa
(cetu cBs3M 0OILEr0 NOJB30BaHNs) JAHHBIX;

YHpaBJICHHUEC JOCTYIIOM K 3allMUIIAEMBbIM IIEPCOHAJIIBHBIM JJaHHBIM I/IH(I)OpMaI_II/IOHHOI\/’I CCTH,
HCIIOJIBb30BaHUC anI/I6YTOB 0€30ITaCHOCTH.

2.8. [Ina obecnieueHusi OE30MACHOCTH MEPCOHAIbHBIX JaHHBIX MPH MEXKCETEBOM B3aWMOJAECHCTBUU
OTJENBHBIX HH(MOPMAIMOHHBIX CHCTEM 4Yepe3 HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHYIO CETh
MEXIYHAPOAHOTO MH(HOPMAIIMOHHOTO OOMEHa (CeTh CBSI3U OOIIETO MOJIb30BAHUs) TOMUMO METO/IOB
U croco0o0B, yKa3aHHbIX B IMyHKTax 2.1 u 2.4 Hacrosuero [TonoxeHus, NpUMEHSIOTCS CIeIyIoIue
OCHOBHBIE METO/IbI U CITOCOOBI 3aLUTHI MH(OPMALIMU OT HECAHKIITMOHUPOBAHHOTO JJOCTYTIA:

CO3/1aHHUE KaHaJa CBA3H, 00ECIEYUBAIOLIETO 3aLUTY IepeiaBaeMoil HHPOpMaIuy;

OCYILICCTBJICHHUC aYTeHTI/Iq)I/IKaI_[I/II/I B3aHMOﬂeﬁCTBYMMHX I/IH(I)OpMaI_[I/IOHHBIX CUCTEM U IIPOBCPKa
MMOJTMHHOCTH I10JI30BaTe/ICH U IICJIOCTHOCTH nepeaaBacMbIX JaHHBIX.

2.9. Jlna obecrieueHrst 0€30MAaCHOCTH TEPCOHATBHBIX JAHHBIX MPHU MEXKCETEBOM B3aMMOJICHCTBUHU
OTJIENBHBIX MH(OPMAITMOHHBIX CHCTEM Pa3HBIX OMepaTopoB yepes
WH()OPMAITMOHHO-TEIEKOMMYHHUKAITMOHHYIO CE€Th MEXIYHApOIHOTO HH(GOPMAIIMOHHOTO OOMeHa
(ceTh cBsi3U OOIIETO MOJIB30BAHMS) TOMUMO METO/IOB M CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4
HACTOSIICTO HOJ'IO)KGHI/ISI, HpI/IMeHHIOTCSI CJ'IGHYI-OHH/IG OCHOBHBIC MECTOIbI U CHOCO6I)I 3alIUThI
uH(pOpPMAIIUK OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA:

CO3/1aHHUE KaHaJa CBA3H, 00E€CIIEYHBAIOLIET0 3aLUTY MepeiaBaeMoil HHPOpMaLuy;

ayTeHTU(UKalKs B3aUMOACUCTBYIONIMX HH(POPMAIMOHHBIX CHUCTEM M MpPOBEpPKa MOUIMHHOCTU



MOJIb30BaTelIeH U HOEJIOCTHOCTH ICPCAABACMBIX TAHHBIX

obOecrcucHue npeaoTBpalicHusd BO3MOKHOCTU OTpHIAHUA I1OJIB30BATCIICM (l)aKTa OTIIPpaBKU
MEPCOHATIBHBIX TAHHBIX APYIrOMY I10Jb30BaTCIIIO,

obecrcucHue npeaoTBpalicHisd BO3MOXHOCTH OTpHULAHUA I10JIB30BATCIICM (l)aKTa MMOJIYYCHHA
MNEPCOHATIBHBIX JAHHBIX OT APYIroro moJjJb30BaTeiisd.

2.10. ObmMeH mnepcoHANbHBIMH JaHHBIMU INPU HUX 00paboTKe B HMH(POPMALMOHHBIX CHCTEMaxX
OCYIIECTBJISIETCSl 110 KaHajaM CBSI3M, 3alllUTa KOTOPBIX O0OECIEYMBAECTCS IIyTEM pealu3aluu
COOTBETCTBYIOIIMX OPTaHU3ALMOHHBIX Mep U (UJIH) MIPUMEHEHUSI TEXHUUECKUX CPECTB.

2.11. Moaxrouenne HHGOPMAITMOHHON CHCTEMBI K MH()OPMAIIMOHHON CUCTEME JPYToro Kiacca Win
K MH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHOW CETH MEXKIyHapOJHOro MHGOPMAIMOHHOIO OOMeHa
(ceTH cBsA3M 0OLIETO MOJIB30BAHM) OCYIIECTBISETCS C HCIIOJIb30BAHHEM MEKCETEBBIX HKPAHOB.

2.12. IIporpammHoe oOecreueHHe CpPEACTB 3alIUThl MHPOPMALUHU, MNPUMEHSIEMBIX B
MH(QOPMAIIMOHHBIX CHCTeMax | Kiacca, MPOXOMUT KOHTPOJb OTCYTCTBHS HEICKJIApPUPOBAHHBIX
BO3MOKHOCTEH.

Heo0xonuMocTe  IpOBEEHUS] KOHTPOJISL OTCYTCTBHMSI  HEJNCKJIAPUPOBAHHBIX  BO3MOXHOCTEH
IPOTPAMMHOTO OOECTIEYCHHSI CPEJICTB 3aIUTHl WH(POPMALNU, TPUMEHSIEMBIX B WH(POPMAIIMOHHBIX
cucreMax 2 U 3 KJIaccoB, ONpeAessieTcs: onepaTopoM (YIOTHOMOUYEHHBIM JIUIIOM).

2.13. B 3aBucumoctd OT ocoOeHHOCTel OOpabOTKM TMEpPCOHAIbHBIX MaHHBIX U CTPYKTYpBI
UH(POPMALIMOHHBIX CHCTEM MOTYT pPa3padaThiBaTbCs M TMPUMEHATHCS JIPYTHE METOMbI 3allUThI
uH(pOpMallMM OT HECAHKUHOHHUPOBAHHOTO [OCTyMa, OOECIeYMBAIOUINe HEUTpaNIHU3alHio YIrpo3
0€30MacCHOCTH NEPCOHAIbHBIX JTAHHBIX.

1. MeToanbl u crioco0Obl 321U THI UHPOPMAIIUHN OT YTEYKH IO
TEXHUYECKHMM KaHaJlaM

3.1. 3amuTa peueBoi MHPOpPMaLUMU U HHGOPMAIMH, NMPEACTABICHHOW B BUIE MH(POPMATUBHBIX
AIIEKTPUYECKUX CUTHAJIOB M (PU3NYECKUX TIOJIEH, OCYIIECTBISETCS B CiydasX, Korjma Ipu
OTIpeNIeIeHuH yrpo3 Oe30MacHOCTH MNEePCOHAIbHBIX JAHHBIX U (OPMHUPOBAHUM MOJEIU Yrpo3
NPUMEHHUTEIBHO K HMHQOPMAIIMOHHOM CcHCTEME SBISIOTCA aKTYalbHBIMU YIPO3bl  YTEUKU
aKyCTHYeCKOll pedyeBoil MH(pOpMAlMU, Yrpo3bl YTEUYKH BUIOBOW HMH(OpPMAIMU U YTPO3bl YTEUKU
MH(pOpMaLMU M0 KaHAJIaM MOOOYHBIX 3JIEKTPOMAarHUTHBIX U3JIyY€HUH U HABOJOK, ONPE/IEIIEHHbIE Ha
OCHOBE METOJAMYECKUX TOKYMEHTOB, YTBEPXKACHHBIX B COOTBETCTBUU C NYHKTOM 2 IlocTaHoBieHM
[TpaBuTenscTBa Poccuiickoit @enepannu ot 17 HostOpst 2007 r. N 781.

3.2. JIns UCKIIOYEHMs] YTEUYKH NEPCOHAIBbHBIX JaHHBIX 3a CUeT MOOOYHBIX 3JEKTPOMArHUTHBIX
U3Iy4eHUH U HaBOJOK B MH(OPMAIMOHHBIX cUCTeMax | Kiacca MOTYT NMPHUMEHSTHCS CIEAyroIne
METO/Ibl ¥ CLIOCOOBI 3aIIUTHI HHPOPMAIIH:

HCIOJIb30BAHUC TCXHUYCCKUX CPCACTB B 3allIUIIICHHOM HCITIOJIHCHUH,

UCIIONIb30BaHUE CPEJACTB 3alIUThl WHGOPMALUU, TMPOLIEANINX B YCTAHOBICHHOM TOPSJIKE
MIPOIIEIYPY OIICHKU COOTBETCTBUS,

pa3sMCIICHUC 00BEKTOB 3allIUTEI B COOTBETCTBUU C IPCAINMMCAHUCM Ha SKCIUTyaTallULO,

pasMCIICHUC TTOHHKAIOMIUX TpaHC(bOpMaTOpHBIX MOACTaHIINI QJICKTPOINIUTAHUSA U KOHTYPOB
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3a3eMJICHUs] TEXHUYECKUX CPEIICTB B IIpeeaxX OXpaHsIeMOU TEPPUTOPUH;

obOecrieueHne pasBsI3KHM IENEH AJICKTPONHUTAHUS TEXHUYECKHX CPEACTB C IMOMOIIBIO 3aIIMTHBIX
GbUIBTPOB, OJOKUPYIOMHUX (TIOIABIISIONINX ) MHOOPMATUBHBIN CUTHAT,

obOecrieueHne JJICKTPOMArHUTHON pPAa3B3KM MEXKAY JHUHUSAMH CBS3M W JPYTUMH ICTSIMH
BCIIOMOTATEIbHBIX TEXHUYECKUX CPEACTB M CHUCTEM, BBIXOISAIIMMHU 32 MPEICIbl OXpaHsIEeMON
TEPPUTOPUHU, © HUHOOPMALNMOHHBIMU IIETSMH, IO KOTOPBIM IMPKYJIHPYET 3alfuiiaeMas
nHpopmarus.

3.3. B undopmanroHHbIx cucTeMax 2 kiacca Juisi 00paboTku HHPOPMAIIK UCIIONIBb3YIOTCS CPEICTBA
BBIUMCIIUTEIFHON TEXHUKH, YIOBJICTBOPSIONINEC TPEOOBAHUSM HAINMOHAIBHBIX CTAaHIAPTOB TIO
JJIEKTPOMArHUTHOM COBMECTHMOCTH, IO O€30MacHOCTH M SPrOHOMUYECKUM TpPEOOBAHUAM K
CpelIcTBaM  OTOOpakeHUsT HWHQPOpPMAIMM, 1O CAHUTAPHBIM HOpPMaM, MPEIbSIBISEMBIM K
BUJICOAUCIUIEMHBIM TEPMUHAJIAM CPEJICTB BHIUYMCIUTEIbHON TEXHUKH.

3.4. Ilpu npuMeHeHNH B MHPOPMALMOHHBIX CUCTEMaX (DYHKIIMU TOJIOCOBOTO BBOJA MEPCOHAIBHBIX
JaHHBIX B UHGOPMALMOHHYIO CHUCTEMY WM (QYHKIUU BOCIPOU3BEACHHS HHPOpPMAIUH
AKyCTUYECKUMHU CpeICTBaMU MH()OPMAIIMOHHBIX CHUCTEM sl MH(OPMAIIMOHHON cucTeMbl 1 Kiacca
pean3yIoTCs METOIbI U CIIOCOOBI 3aIUTHI aKyCTUYECKOU (peueBoil) nHpopManuu.

MeToapl U cIOCOOBI 3aIIUTH AKYCTHUECKOH (peuyeBoii) nHpopManuy 3aKI0Ya0TCs B pealu3aluu
OpTraHU3AIlMOHHBIX M TEXHUYECKHX Mep JJId O00eCHeueHMs] 3BYKOU3OJALMH OTPAKIAIOIINX
KOHCTPYKIUH TOMEIIEHUH, B KOTOPBIX pacroiio’keHa HH(OPMAalMOHHAsI CHCTEMa, UX CHCTEM
BEHTWIALIMM W KOHJAMIIMOHUPOBAHUS, HE IMO3BOJISIONICH BECTH MPOCITYIIMBAHUE aKyCTHUYECKOU
(peueBoii) uH(OpPMAaLMKU TPU TOJIOCOBOM BBOJE MEPCOHANBHBIX JAHHBIX B HH(OPMALMOHHON
CHUCTEME WJIM BOCTIPOU3BEACHUU MH(GOPMAIIMN aKyCTHUYECKUMHU CPEACTBAMMU.

BenuunHa 3ByKOHM30JISIIIMUA OMPEILIISICTCS] OMIEPATOPOM HUCXOMS U3 XapaKTEPUCTUK TOMEIICHUS, ero
pacIoyioxeHus U 0COOCHHOCTEN 00pabOTKHU MEPCOHATBHBIX JAaHHBIX B UHPOPMALIMOHHOMN CHUCTEME.

3.5. PasmemeHnue ycTpoicTB BbIBOAA MH(OpPMALMM CPEACTB BBIYMCIUTENBHON TEXHHKH,
UH(POPMALIMOHHO-BBIYHCIUTENBHBIX KOMIUIEKCOB, TEXHUYECKUX CPEICTB 00pabOTKU rpadrUuecKoi,
BUJICO- U OYKBEHHO-IIMGPOBON MH(OOpPMAIUHU, BXOASAIIMX B COCTaB MH(OPMAIMOHHON CHUCTEMBI, B
NOMEIIEHUAX, B KOTOPbIX OHH YCTaHOBJIEHBI, OCYILECTBISETCS TakUM 0Opa3oM, uYTOOBl OblLIa
UCKJIIOYEHAa BO3MOKHOCTh NMPOCMOTPa MOCTOPOHHUMH JIMIIAMU TEKCTOBOW M Ipaduyeckoil BUIOBON
UHpOpMaLNH, co/ieprKalllell epcoHaIbHBIE TaHHBIE.

Ipunoscenue

k llonoowcenuro

0 Memooax u cnocobax 3auumsl
uHghopmayuu 8 UHGOPMAYUOHHBIX

cucmemax nepCcoHalbHblx OQHHbIX

METO/JbI U CITIOCOBbI 3AHIUTHBI THOOPMALIUA OT
HECAHKIIMOHUPOBAHHOI'O 1OCTYIIA B
3ABUCUMOCTH OT KJACCA HH®OPMALIMOHHOM



CUCTEMBbI

1. Meroapl u cnocoObl 3amuThl HHGOPMALKMKU OT HECAHKIMOHUPOBAHHOTO JOCTyMa s
oOecrieyeHns 0€30MACHOCTH TMEPCOHAIBHBIX JAHHBIX B MH()OPMAIMOHHBIX CHCTeMax 4 Kiacca U
1€J1eCO00Pa3HOCTh UX MPUMEHEHHSI OIIPEIEISIFOTCS ONEPaTOPOM (YIOTHOMOYECHHBIM JIULIOM).

2. Metoasl u crnocoObl 3amuThl MHGOpPMALMKM OT HECAaHKUMOHUPOBAHHOIO JOCTYIA,
oOecrieunBaromue (QyHKIUU YOPABICHUS JOCTYIIOM, PETUCTpAllMM W Yydera, oOecrnedeHus
LIEJIOCTHOCTU U 0€30MaCHOr0 MEXCETEBOro B3aUMOIECUCTBUS U1 HMH(OPMALMOHHBIX CHCTEM 3
KJ1acca.

2.1. Jlnst vHPOPMALIMOHHBIX CHUCTEM 3 KJacca MPU OIHOMOJIB30BATEIBCKOM PEKUME 00pabOTKU
MEPCOHAIBHBIX JIaHHBIX TPHUMEHSIOTCS CIEAYIOIME OCHOBHBIE METOABl U CIIOCOOBI 3alllUTHI
nHpopmanuu:

a) yIpaBJlieHUE JI0CTYIIOM:

UICHTU(PHUKAIHS ¥ TPOBEpPKa MOIJTMHHOCTH IOJIb30BATENS IPU BXOJIE B CHCTEMY MH(OPMAIIMOHHOK
CUCTEMBl II0 MApOJK  YCIOBHO-IIOCTOSHHOIO  JEHCTBUSA  [UIMHOM HE MEHEe IIECTH
OYKBEHHO-ITU(POBBIX CHUMBOJIOB;

0) peructpanus u y4er:

peructparms BXxoja (BbIX0O/a) IMOJIb30BaTeNsl B CUCTEMY (M3 CHCTEMBbI) JIMOO PErHCTpalus 3arpy3Ku
Y MHUITMATM3AINAN OTICPAIlMOHHON CUCTEMBI M €€ MPOrPaMMHOI0 OCTaHOBA. Perucrparius BeIXo/1a u3
CHCTEMBI WJIM OCTAaHOBA HE MPOBOMUTCS B MOMEHTBHI alllapaTypHOT0 OTKIFOYEHUS HH)OpMAIMOHHON
CUCTEeMBI. B mapamerpax perucrparuy yKa3pIBalOTCs 1aTa U BpeMs BXoJia (BbIX0/1a) TIOJIB30BATEIS B
cuUcTeMy (M3 CHCTEMBbI) UJIH 3arpy3Ku (OCTaHOBA) CUCTEMBI;

ydeT BCeX 3alllMIIaeMbIX HocuTelle HMHpOpMalM{ C MOMOUIbI0 MX MAapKUPOBKU U 3aHECEHHE
YYETHBIX JIAHHBIX B KypHaJ y4eTa;

B) o0OecIieueHne 1eJTOCTHOCTH

o0ecreyeHrne IeJOCTHOCTH IMPOrPaMMHBIX CpPEACTB CHCTEMbl 3aIIUThl NEPCOHAIBHBIX JaHHBIX,
oOpabarpiBaeMoll HMH(OpPMalMM, a TakKe€ HEU3MEHHOCTh MporpamMmHoi cpenbl. llpu sTom
LIEJIOCTHOCTh TPOTrPaMMHBIX CPEICTB IPOBEPSAETCS IMPH 3arpy3Ke CHUCTEMBI 10 HAIMYUIO MMEH
(u1eHTU(UKATOPOB) KOMIIOHEHTOB CHUCTEMBl 3alllUThl MEPCOHAIbHBIX JIaHHBIX, LEIOCTHOCTh
IpOrpaMMHOM cpelpl oOecreyrBaeTcsi OTCYTCTBHEM B HWH(POPMALMOHHOM CHUCTEME CpeiCTB
pa3paboOTKU U OTIAKH IPOrPAMM;

¢u3uueckass oxpaHa HMHMOPMAIMOHHOW CHUCTEMBbl (TEXHHUUYECKHMX CpPEICTB U  HOCUTENeH
uH(popMalun), peaycMaTpUBaroIas KOHTPOJIb JOCTYIa B IOMEIIEHNU UHPOPMAIMOHHOW CHCTEMBI
IIOCTOPOHHUX JIULI, HAIMYUE HAJCIKHBIX IPEIATCTBUN U1l HECAHKIIMOHUPOBAHHOIO IPOHUKHOBEHHUS
B ITOMeEIEHUSI THPOPMAIIMOHHON CUCTEMBI U XpaHWIMILE HOCUTENEeH nH(OpMalnu;

NEPUOANICCKOC TCCTUPOBAHUC CbYHKIII/Iﬁ CHUCTEMBI 3alIUTHI ICPCOHAIBHBIX JAaHHBIX ITPU U3SMCHCHUU
HpOl"pElMMHOfI CpCabl U Moab30BaTelnei HH(bOpMaHHOHHOﬁ CUCTCMBI C MOMOIBIKO TCCT-IIPOTpPpaAMM,
HMUTHUPYIOIIHX ITOMBITKW HECAHKIITMOHUPOBAHHOT'O JOCTYIIA;

HaJIMYME  CPEACTB  BOCCTAHOBJIEHMSI ~ CUCTEMBl  3AIIUTHl  IEPCOHAIBHBIX  JaHHBIX,
MpelyCMAaTPUBAIOLINX BEJEHUE JIBYX KOMUHA MPOrpaMMHBIX KOMIIOHEHTOB CpEACTB 3alllUThl
UH(pOpMaLINH, UX TTEPHOANYECKOe OOHOBJICHNE U KOHTPOJIb pabOTOCIIOCOOHOCTH.

2.2. I[.HH I/IH(I)OpMaI_II/IOHHBIX CHCTeM 3 KJjacca IprU MHOI'OIOJIB30BATCIILCKOM PCIKHUME O6pa60TKI/I



MEPCOHANBHBIX JaHHBIX M PaBHBIX MpaBax JOCTyNa K HHUM IOJb30BAaTEelIed MPUMEHSIOTCS
CJIEIyIOIIE OCHOBHBIE METO/IBI M CIIOCOOBI 3aIIUThl HH(OPMaLIUU:

a) yIpaBJlieHUE I0CTYIIOM:

UIACHTUQUKAIMSA M TPOBEpPKa TOJIMHHOCTH IIOJNB30BaTeNsi MpPHU BXOJIE B CHUCTEMY II0
uaeHTuukaTopy (Koay) U Mapoir0 YCIOBHO-NMIOCTOSHHOTO JIEHCTBUS JJIUHOM HE MEHEe WLIECTH
OYKBEHHO-ITU(POBBIX CUMBOJIOB;

0) perucTpanus U y4er:

perucrpanys Bxoza (BbIX0Aa) M0JIb30BATENs B CUCTEMY (M3 CUCTEMBI) JINOO pErucTpanus 3arpy3ku
Y MHUIMAJIN3ALMN OIIEPAallMOHHON CUCTEMBI U €€ POrpaMMHOI'0 OCTaHOBA. Perucrpaius BpIxoa u3
CHCTEMBI WJIM OCTAaHOBA HE MPOBOAMUTCS B MOMEHTBHI allllapaTypHOro OTKIOYEHUS HHPOPMALMOHHON
cucTtembl. B mapamerpax perucrpanuu yka3blBalOTCs J1aTa U BpeMsl BXoja (BbIX0/1a) 10JIb30BaTENs B
cucTeMy (U3 CHCTEMBbl) MU 3arpy3KH (OCTaHOBA) CUCTEMBI, PE3YyJIbTAT HONBITKH BXoJa (yCHelHas
WIM HEyCIIeLIHast);

YUYCT BCCX 3alIUIACMbIX HOCHUTECICH I/IH(bOpMaIII/II/I C IOMOUIBIO HMX MAPKHUPOBKHM U 3aHCCCHUC
YUYCTHBIX JAHHBIX B JXYpPHAJ YUCTa,

B) o0ecrieueHune eIOCTHOCTH:

obOecrieueHrne IEIOCTHOCTH TPOTPAMMHBIX CPEACTB CHCTEMBI 3allUThI MEPCOHAIBHBIX JTaHHBIX,
oOpabarpiBaeMol HH(OpPMaLUK, a TakKe HEU3MEHHOCTb MporpammHoi cpeabl. Ilpu sTom
[IEJIOCTHOCTh TMPOTPAMMHBIX CPEJCTB IPOBEPSETCS IMPH 3arpy3Ke CHUCTEMBI 0 HAIWYHI0 HMCH
(uneHTU(UKATOPOB) KOMIIOHEHTOB CHCTEMbl 3alllUThl MEPCOHANBHBIX TaHHBIX, a IEJIOCTHOCTh
OPOTPAMMHOM Cpeapl 00ECIIeYMBAETCS OTCYTCTBHEM B HWH(POPMALMOHHON CHUCTEME CpPEICTB
pa3pabOTKM M OTJAIKH NPOrpaMM BO BpeMs o00paboTku W (WiIM) XpaHCHHs 3allUIaeMOM
uH(popMaLuu;

¢usnueckass oxpaHa HMH(OpPMAIMOHHOW cHUCTeMbl (YCTpOWCTB M HOcHUTened HHpOopMaIun),
npelycMaTpuBaronasi KOHTPOJIb JOCTYIa B MOMEUICHUS] UHPOPMAIIMOHHOW CUCTEMBI TOCTOPOHHUX
JIUL, HAJIMYXE HAJEKHBIX MIPEMATCTBUN JUIsl HECAHKIIMOHUPOBAHHOTO IIPOHUKHOBEHHUS B IIOMEIIECHUS
MH(OPMaLIMOHHON CUCTEMBI M XpaHUJIUIIIE HOCUTENeH HHpopManuy;

NEepUoOANICCKOC TCCTUPOBAHUC q)YHKHI/Iﬁ CHUCTCMBbI 3alIUTHI ICPCOHAIIBHBIX TAHHBIX IPHU NU3MCHCHUU
HpOFpElMMHOfI Cpeabl U MoJb30BaTeNen I/IHq)OpMaL[I/IOHHOﬁ CUCTCMBbI C MMOMOIIBIO TCCT-IIPOTpaMM,
HMUTUPYIOIIHX ITONBITKU HCCAHKIITMOHUPOBAHHOT'O JOCTYIIA;

HaJIM4YME  CPEACTB  BOCCTAHOBJIEHMS ~ CHUCTEMBl  3AIUTHl  IEPCOHAIBHBIX  JAaHHBIX,
NpeyCMAaTPUBAIOLINX BEIEHUE JIBYX KONUN MPOTPaMMHBIX KOMIIOHEHTOB CpPEJICTB 3alUThI
UH(pOpMaLNH, UX TEPUOANYECKOe OOHOBJIEHNE  KOHTPOJIb pab0TOCIIOCOOHOCTH.

2.3. Z[J'ISI I/IH(l)OpMaI_II/IOHHBIX CHCTeM 3 KJjacca Ipru MHOT'OIIOJIB30BATCIILCKOM PCIKHUME O6pa6OTKI/I
NEPCOHATIBHBIX OAaHHBIX MW Ppa3HbIX IIpaBax JOCTylla K HHM IIOJIB30BaTEIICH IMIPUMCEHATIOTCA
CJICAYIOMUC OCHOBHBIC METOJAbI U CIIOCOOBI 3allUThI I/IH(I)OpMaI_II/II/IZ

a) yrpaBJieHHe JOCTYIIOM:

I/IJIGHTI/I(i)I/IKaIII/ISI U TpOBEpKa MOMIMHHOCTH IIOJB30BATC/IA IIPH BXOAC B CHUCTEMY IO IAPOJIIO
YCJIOBHO-TIOCTOSIHHOT'O JIeNCTBUS IJIMHHON HE MEHEE IISCTH 6YKBGHHO-I_II/I(I)pOBBIX CHMBOJIOB;

0) peructpanus u y4er:

perucrpanus Bxoja (BbIX0OJa) MOJIb30BaTENs B CUCTEMY (U3 CUCTEMBI) JIMOO PETUCTpalus 3arpy3Ku



Y MHULMAJIM3AIH OTIEPAllMOHHOM CUCTEMBI M €€ MPOrpaMMHOI0 OCTaHOBa. Perucrpaius BoIxoa 13
CUCTEMBI WJIM OCTAaHOBA HE POBOJUTCS B MOMEHTHI alapaTypHOTo OTKIOYEHHsI HH(POPMAIIHOHHOM
cucteMbl. B mapamerpax perucrpaliuu ykasblBalOTCs JJaTa U BpeMs BXoJia (BbIX0/1a) MOJb30BaTEINs B
cucteMmy (M3 CUCTeMbI) MJIM 3arpy3KH (OCTaHOBA) CHCTEMbI, PE3yJIbTaT MOMBITKM BXOJa (yCHelHas
WIH HEYyCIIelHas), uAeHTUPUKaTop (Koa wim (pamMuius) MOJIb30BATElNsA, NPEIbSBICHHBIA MpU
MONBITKE AOCTYIA;

ydeT BCeX 3allMIIAeMbIX HoOcuTeseld HMHGOpMalMK C MOMOLIbI0 UX MAapKUPOBKU U 3aHECEHHE
YUYETHBIX JAHHBIX B )KypHaJl ydeTa C OTMETKOH 00 UX BblAaye (pueme);

B) o0OecrieueHue 1eTOCTHOCTH

o0ecreyeHne IEeJOCTHOCTH IPOrpPaMMHBIX CpPEACTB CHCTEMbl 3aIlUThl IEPCOHANBHBIX JAHHbIX,
oOpabarbiBaeMOil HMH(OpMAIMK, a TaKKe HEU3MEHHOCTh IporpaMMHON cpeabl. [lpu sToM
LIEJIOCTHOCTh IPOTrPaMMHBIX CPEICTB IPOBEPSAETCSA IPU 3arpy3Ke CUCTEMBI 110 KOHTPOJIbHBIM
CyMMaM KOMIIOHEHTOB CpPEICTB 3allIUThl HH(OpPMAIMM, a IeIOCTHOCTh MPOrPaMMHOM Cpeabl
o0ecreynBaeTcsi HMCIOJIb30BAaHUEM TPAHCIATOPOB C SI3bIKOB BBICOKOTO YPOBHSI U OTCYTCTBHEM
cpeacts Moaudukanuyu OOBEKTHOTO KOZa MPOrpaMM B Ipolecce 00pabOoTKW W (WiIM) XpaHEHHUs
3anuiaeMoi nadopmamuu;

¢usuueckass oxpaHa HH()OPMAIMOHHOW CHUCTeMbI (YCTPOWCTB M HOCHTENeW HHMOpMAIH),
npeaycMaTpuBarolIlas KOHTPOJIb JOCTYyNa B MOMEUIEHUs MHPOPMALMOHHON CUCTEMblI IOCTOPOHHUX
JIUL, HAJTMYKE HAJECKHBIX IPEMSTCTBUN JUIsl HECAHKIIMOHUPOBAHHOTO IPOHUKHOBEHHUS B IOMEIIECHUS
MH(POPMALIMOHHOM CUCTEMBbI U XpaHUJIUILE HOCUTENEeH HH(POPMALIUY;

NEePUOANYECKOE TECTUPOBAHUE (PYHKIIMI CHCTEMBI 3aIIUTHI IEPCOHANBHBIX TaHHBIX MPH U3MEHEHUH
MPOrPaMMHOM Cpellbl U TMOJIb30BaTelleld HH(POPMAIIMOHHOW CHUCTEMBI C TIOMOIIBIO TECT-TIPOTpamM,
MMUTHUPYIOIIUX MOMBITKA HECAHKIIMOHMPOBAHHOI'O JJOCTYIA;

HaJIMYUME€  CPEACTB  BOCCTAHOBJEHMSI  CUCTEMbl  3AIIUTHl  [EPCOHAIbHBIX  JaHHBIX,
IPEIyCMATPUBAIOIIMX BEACHHUE JIBYX KONUN MPOrPAaMMHBIX KOMIIOHEHT CPEICTB 3alllUTHI
UH(pOPMALIUH, UX IEPUOANYECKOE OOHOBJIEHNE U KOHTPOJIb pabOTOCIOCOOHOCTH.

2.4. BezonacHOe MEXCETEBOE B3aUMOJAEHUCTBUE ISl MHPOPMAIIMOHHBIX CHUCTEM 3 Kjacca MpH HX
HNOJKIIOYEHUH K CeTAM MEXIYHapOJHOro HH(POPMAllMOHHOTO OOMEHa, a Takxke JUId
pacIpeaCICHHBIX I/IH(l)OpMaIH/IOHHBIX CHCTEM 3 KJjacca npu H"xX pasjaciCHUU Ha MTOACUCTEMBI
JIOCTUTaeTcs MyTeM MPUMEHEHUsI CPEACTB MEXKCETEBOIO 3KPaHUPOBAHMS (MEKCETEBBIX HKPAHOB),
KOTOpBI€ 00ecreunBatoT:

GWIBTpPallMI0O HAa CETEBOM YPOBHE Ul KaXJIOr0 CETeBOr0 IakeTa HEe3aBUCUMO (pelIeHHe O
¢unbTpauy IPUHUMAETCS] HA OCHOBE CETEBBIX aJpEeCcOB OTIPABUTEINS U MOTydaTess Wik Ha OCHOBE
JPYTUX SKBUBAJECHTHBIX aTpUOYTOB);

UACHTU(DUKAIMIO U ayTeHTU(UKAIMIO aIMUHUCTPATOPAa MEKCETEBOT0 dKpaHa MPHU €ro JOKAIbHBIX
3ampocax Ha JIOCTYII 10 UACHTUGUKATOPY (KOIY) U MApOJTI0 YCIOBHO-TIOCTOSIHHOTO JICHCTBHS,

perucTpanmio BXoAa (BbIX0Ja) aJMUHUCTPATOpPa MEXKCETEBOr0 3KpaHa B CHUCTEMY (U3 CHUCTEMBI)
100 3arpy3Kd U MHUIMAIU3alUU CUCTEMBI U €€ IPOrpaMMHOI0 OCTaHOBA (pErucTpalus BbIXoa U3
CUCTEMBI HE POBOJUTCS B MOMEHTHI allllapaTypPHOI0 OTKJIIOUEHUST MEKCETEBOT0 KPaHa);

KOHTPOJIb HCJIOCTHOCTU cBOeH HpOFpaMMHOI‘;I )51 I/IH(I)OpMaHHOHHOﬁ qacTu,

GuIbTpaMIO MAaKEeTOB CIIY)KEOHBIX IMPOTOKOJIOB, CHYXKAIIMX JUIsl JUAarHOCTUKA U YIPaBICHUS
paboToil ceTeBBIX YCTPOUCTB;



BOCCTAHOBJICHHE CBOMCTB MEXKCETEBOI'0 9KpaHa mocJjec cOO€EB U OTKA30B OGOpy,Z[OBaHI/ISI;

perlaMEeHTHOE TECTHUPOBAaHME peajH3allMd IPaBUi (HIBTPALUH, Ipolecca WACHTUDUKAMH U
ayTeHTU(UKAUU aTIMUHUCTpATOpa MEXKCETEBOTO JKpaHa, Ipolecca pPEerucTpaluuu AeUCcTBUN
aJMMHHMCTpATOpa MEXCETEBOIO0 SKpaHa, Ipoliecca KOHTPOJSA 3a LEJIOCTHOCTBIO NMPOTrPAMMHON H
nH(OPMALIMOHHON YaCTH, MPOLIETypbl BOCCTAHOBIICHUSI.

MesxceTeBble JKpaHbl, KOTOpble OOECIIEYMBAIOT BBIMOJHEHHE YKa3aHHBIX BbIMIE (DYHKIHIA,
IPUMEHSIOTCS B paclpe/ieIeHHbIX HHPOPMALMOHHBIX cucTeMax 2 U | KIaccoB IpU UX pa3/ieleHun
Ha OTJIEJIbHBIEC YaCTH.

[Tpu pasneneHnn MHGOPMAITMOHHOW CHUCTEMBI MIPU TTOMOIIM MEKCETEBBIX 3KPAaHOB Ha OTACIbHBIC
YacTU CHUCTEMBI JUISl YKa3aHHBIX 4YacTell CHCTEMbl MOXKET YCTaHABJIMBAThCsA OoJyiee HU3KHI Kiacc,
4yeM /11 HTH(OPMAITMOHHON CHCTEMBI B IIETIOM.

3. Meroapl M cnocoObl 3amMTBl  MHQOPMAUMM OT HECAHKIMOHMPOBAHHOIO JIOCTYIA,
oOecrieunBaromue (QyHKIUU YOPABICHUS JOCTYIIOM, PETUCTPAllMM W Yydera, oOecredeHus
LEJIOCTHOCTU U 0€30MacCHOr0 MEXCETEBOI'0 B3aUMOACHUCTBUS i1 HMH(OPMALMOHHBIX CHUCTEM 2
KJiacca.

3.1. JIns wHQOPMAIMOHHBIX CHUCTEM 2 KJacca MPU OJHOIOJIB30BAaTEILCKOM pPEXHME 00pabOTKH
HNEpCOHANbHBIX  MPUMEHSIOTCS BCE METOJIbl M CIOCOObI  3aIlUThl  MHpOpPMALUU  OT
HCCAHKIIMOHHUPOBAHHOI'O AO0CTYIIA, COOTBETCTBYIOLINUC I/IH(i)OpMaIlI/IOHHBIM cucreMaM 3 Kjacca npu
OJTHOIIOJIb30BATEILCKOM PEXHME 00PaOOTKH.

3.2. Ins uHDOPMAIIMOHHBIX CHUCTEM 2 Kjacca MpU MHOTOINOJIB30BATEIBCKOM pPEXHME 00pabOTKU
NepCOHAJIBHBIX JaHHBIX M PaBHBIX MpaBax JOCTyNa K HHUM IOJb30BaTeleld MPUMEHSIOTCS BCE
METOABI U CIIOCOOBI 3alIUThI I/IH(i)OpMaIII/II/I OT HCCAHKITMOHUPOBAHHOI'O AOCTYIId, COOTBCTCTBYIOIIHEC
UH(QOPMAIIMOHHBIM CHCTEMaM 3 Kjacca IpPH MHOTOIOJIB30BaTEIbCKOM pPEXHME O00paboTKH
IIEPCOHAIIBHBIX JTAaHHBIX M PABHBIX IIPaBax JOCTYIIA K HUM IOJIb30BaTEIICH.

3.3. Ing nH(OpMalMOHHBIX CHCTEM 2 KJlacca MpPU MHOTOMOJIb30BaTEIbCKOM pEXUME 00paboTKH
NEePCOHANBHBIX JAHHBIX M Pa3HBIX MpaBax JOCTyNa K HUM I10JIb30BaTeNeil pearnu3yroTcs Bce METOAbI
A CIIOCOOBI 3alIUThI I/IH(i)OpMaHI/II/I OT HCCAHKOWMOHUPOBAHHOTO JOCTYyIIa, COOTBCTCTBYIOIIUC
UHPOPMALIMOHHBIM CHUCTEMaM 3 Kjacca IpPU MHOTOIOJIb30BAaTEbCKOM peXUME 00paboTKU
IIEPCOHANIBHBIX JTaHHBIX M Pa3HBIX IPaBaxX JOCTYIA K HUM MOJIb30BaTEIICH.

3.4. bezonacHoe MexceTeBoe B3auMoJIeiicTBHE i MHPOPMAIMOHHBIX CHCTEM 2 Kiacca MpU MX
MOJKIIIOUEHUU K CEeTSIM MEXIYHapOJAHOrO0 HMH(POPMAIMOHHOTO OOMEHa JIOCTHraeTcsi MyTeM
NPUMEHEHUS CPEICTB MEXCETEBOI'0 SKPaHUPOBaHMsI, KOTOPble 00eCIeUnBaIOT:

(GWIBTpallMI0O HAa CETEBOM YPOBHE HE3aBUCHUMO JUIsl KaXJOTO CETEBOro IMakera (pelieHue o
¢unbTpauy IPUHUMAETCS] HA OCHOBE CETEBBIX aJpEeCOB OTIPABUTEINS U MOTydaTess Wik Ha OCHOBE
JPYTUX SKBUBAJECHTHBIX aTpUOYTOB);

GuIbTpAIUIO MAKETOB CIIY)KEOHBIX IMPOTOKOJIOB, CIYXKalIMX JUIsl JUAarHOCTUKA U YIPaBICHUS
paboToil ceTeBBIX YCTPOUCTB;

(I)I/IJ]LTpaI_II/IIO C YUYCTOM BXOIAHOTO MW BBIXOJHOI'O CETCBOTO HHTep(I)eﬁca KaK CpcACTBa MPOBCPKU
MOJJIMHHOCTHU CETEBBIX aIpECOB;

(I)I/IJ'ILTpaI_II/IIO C yU€TOM JIFOOBIX 3HAYMMBIX IOJIEH CETEBBIX IMaKCTOB,

perucTpanmio U yder (UIbTPYEeMbIX MaKeTOB (B MapaMeTpbl PETUCTpallMM BKIIOYAIOTCSA alpec,
BpeMsl U pe3yJIbTaT QUIbTPAIIN);



UJICHTU(PHUKAIMIO U ayTEHTU(PHUKAIMIO aMUHUCTPATOpa MEKCETEBOTO dKpaHa MPHU €ro JIOKAIbHBIX
3arpocax Ha JOCTYM M0 UACHTU(UKATOPY (KOIY) U HapOoJII0 YCIOBHO-TIOCTOSIHHOTO JA€MCTBHS,

perucTpanuio Bxoja (BbIXOJa) aJIMUHUCTPATOPAa MEXKCETEBOTO JKpaHa B CUCTEMY (M3 CHUCTEMBI)
100 3arpy3Ku U MHULMAIIM3AIMU CUCTEMBI U €€ TPOrpaMMHOT0 OCTaHOBaA (PETUCTpallis BbIX0/1a U3
CUCTEMBbI HEe MPOBOJUTCS B MOMEHTHI allllapaTypHOTO OTKIIFOUEHUSI MEKCETEBOT0 IKpaHa);

pEruCTpaLmIo 3alycKa IporpaMm U IpoLEeccoB (3aJaHuid, 3a/1a4);
KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOTrpaMMHON U MH()OPMAITMOHHON YacTH;
BOCCTaHOBJIEHHE CBOMCTB MEXCETEBOI0 SKpaHa 1ocie cO0eB U 0TKa30B 000py10BAHNUS;

perjJaMeHTHOE TeCTUPOBAHUE peajn3aluu MpaBuil QUIbTpaIMU, IPOIecca PerucTpaluu, npolecca
UIACHTUQUKAIIMA ¥ ayTeHTU(UKAUUMU aJAMHUHUCTPATOpPa MEXCETEBOTO JKpaHa, Ipolecca
perucTpauuu ACHCTBUM  aJAMUHUCTpPATOpa MEKCETEBOIO0 HKpaHa, Ipouecca KOHTPOds 3a
[EJIOCTHOCTHIO IPOTPAaMMHON M MH(OPMAIIMOHHOM YacTH, POLETypPbl BOCCTAHOBJICHUSI.

4. Metrogsl u cnocoObl 3amuThl  HMHGOpPMALMM OT HECAHKIMOHUPOBAHHOIO JOCTYIA,
obecrieunBaromue (QYHKIUU YOpPABICHUS JOCTYIIOM, PETHCTpAallil W yd4era, O0ecledYeHus
LIEJIOCTHOCTH U 0€30MacCHOr0 MEXCETEBOI'0 B3aMMOACHUCTBUS A1 HMH(POPMALMOHHBIX cHUCTEM 1
KJiacca.

4.1. Ins mHbOpMAMOHHBIX cHCTeM | Kiacca MpH OJHOIMOJIB30BATEIHCKOM pEXHUME 00pabOTKH
HNEPCOHANBHBIX JAHHBIX NPUMEHSIOTCA CJIEIYIOIUE OCHOBHBIE METOABI M CIIOCOOBI 3aIUTHI
uH(popMaLuu:

a) yIpaBJIEHUE JIOCTYIIOM:

UJCHTUQUKAIMS U [POBEpKa MOJIMHHOCTH MOJb30BATENsl INPU BXOJAE B CHUCTEMY IO IApOJIO
YCIIOBHO-TIOCTOSTHHOTO JICHCTBHS JUIMHOW HE MEHEe MIeCTH OYKBEHHO-IIU(PPOBBIX CHMBOJIOB;

0) perucrpanus u yJer:

peructpanus Bxoza (BbIX0OAa) MMOJIb30BATENs B CUCTEMY (M3 CUCTEMBI) JIMOO PErucTpaIys 3arpy3ku
Y MHUIMAIN3AlMY OIIEpPAallMOHHON CUCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA. Perucrpaiius BeIXo1a u3
CHCTEMBI WJIM OCTAHOBA HE MPOBOAMUTCS B MOMEHTBHI aIMapaTypHOro OTKIFOYEHUS HH()OPMALMOHHOM
cuctembl. B mapamerpax perucrpaiuu yka3blBalOTCs 1aTa U BpeMsl BXoja (BbIX0/1a) MOJIb30BaTeNs B
cucTeMy (U3 CHCTEMBbl) MU 3arpy3KH (OCTaHOBA) CUCTEMBbI, Pe3yJbTaT MOMBITKA BXoJa (yCHemHas
WIM HEyCIIelIHas);

perucrpanys BbIaYM I€YaTHBIX (rpaduyeckux) JOKYMEHTOB Ha OyMaxHbIi HocuTenb. B
napaMeTrpax perucTpalvy yKa3bIBaroTCs JaTa U BpeMs Bblaun (0OpaleHus K MoICUCTEME BBIBOJA),
KpaTKoe coJepXaHue JOKyMeHTa (HauMEHOBaHUE, BUJ, KOM), cnenu(uKanus ycTpoHCTBa BbIAAYU
(Jrornyeckoe MM (HOMep) BHELTHETO YCTPONCTBA);

YUYE€T BCCX 3alIUIIACMbIX HOCHUTEICH I/IHCbOpMaL[I/II/I C IIOMOIIBIO HMX MAPKHUPOBKH M 3aHCCCHUC
YUYCTHBIX JAaHHBIX B XXYpPHAJ YUCTA,

TyOMUPYIOMIMKA YUET 3alTUIaeMbIX HOCUTENIeH nHpopMaIuu;

ouncTtka (0OHyJeHHe, o00e3TWYMBaHME) OCBOOOXKTAEMBIX O0JacTel OmepaTHBHON MaMSTH
WH(OPMAIIMOHHON CUCTEMBI M BHEITHUX HOCUTeNeH nHpOopMaIuy;

B) o0OecrieueHne 1eI0CTHOCTH:



06CCHCI‘IGHI/IC HOCJIOCTHOCTHU MHNPOrpaMMHBIX CPCACTB CHUCTCMbBI 3alllUThl HCPCOHAJIIBHBIX JaHHBIX,
obpabaTeiBacMoil uWH(}OpMAIMK, a TaKKE HEU3MEHHOCTh NporpammHoOi cpenbl. [lpu sTomM
HOCJIOCTHOCTh IMPOrpaMMHBIX CPCACTB IPOBEPACTCA HPHU 3arpy3k€ CUCTCMbBI IO HAJIWYUIO HMCH
(uneHTU(HUKAaTOPOB) KOMIIOHEHTOB CPENCTB 3aIUThl MH()OpMAIUK, a IEeJIOCTHOCTh MPOrPaMMHOMN
CpeIbl 00ECTIeUnBaeTCS OTCYTCTBUEM B MH(POPMAIMOHHON CUCTEME CPEJICTB Pa3pabOTKU U OTJIAIKU
IpOTpaMM;

dusnueckas oxpaHa TEXHHYECKHX CPEACTB MH(POPMAIMOHHBIX CHUCTeM (YCTPOMCTB M HOCUTENEH
uHpOpMaLKN), TPEyCMaTPUBAIOIIAs TIOCTOSHHOE HATMYNE OXPaHbl TEPPUTOPUH U 3TAHUS;

NEePUOANYECKOE TECTUPOBAHHE (PYHKIIMI CUCTEMBI 3aIIUThHI IEPCOHANBHBIX JaHHBIX MPU U3MEHEHUU
MPOrPaMMHOM Cpellbl U TMOJIb30BaTeNlel HHPOPMAIIMOHHOW CUCTEMBI C TIOMOIIBIO TECT-TIPOTPamMM,
MMUTHPYIOIIUX MTONBITKA HECAHKIIMOHUPOBAHHOI'O JJOCTYIIA;

HaJIM4Hue CpEaACTB BOCCTaHOBJICHHUA CHCTCMBI 3alIUThI IEpCOHAIBHBIX JaHHBIX,
npeaycmarpuBaronmmx BEACHUC JIBYX KOITHI MMpOrpaMMHBIX KOMIIOHCHTOB CpCACTB 3allUThI
PIH(l)OpMaI_II/II/I, HUX IICPUOAUYICCKOC OOHOBIIEHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I.

4.2. i mHPOPMALMOHHBIX CHCTEM | Kilacca MPH MHOTOIOJIb30BATEILCKOM PEXUME 00pabOTKH
NEpCOHANbHBIX JIAaHHBIX W PpaBHBIX I[IpaBax JOCTyla K HHUM II0Jb30BaTesIel NPUMEHSAIOTCA
CJICAYIOIINE OCHOBHBIE METOJIBI M CIIOCOOBI 3aIINUTHI MHPOPMALIUH:

a) yIrpaBJieHHE JOCTYIIOM:

WICHTU(QUKAIMS ¢ TPOBEpPKa TOJIMHHOCTH IOJIb30BaTeNlsi MpPH BXOJIE B CHUCTEMY II0
unacHTuGuKaTOpy (KOMYy) M TMApOI0 YCIOBHO-TIOCTOSHHOTO JICHCTBUS JUTMHOW HE MCHEE IIECTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;

UJCHTUPUKAIMS TEXHUYECKUX CPEACTB MH(POPMALMOHHBIX CHCTEM M KaHAJOB CBSA3M, BHEIIHUX
YCTPOMCTB MH(POPMALIMOHHBIX CUCTEM IO UX JIOTUYECKUM ajipecaM (HoMepam);

UCHTUPHKAIMS TPOrpaMM, TOMOB, KaTaJloroB, (haityioB, 3anucei, mosuei 3anucei no uMeHam;
0) perucrpanus 1 y4er:

peructpanus Bxojaa (BbIX0/1a) MOJIb30BATENS B CUCTEMY (M3 CHCTEMBI) JIMO0 perucTpanus 3arpy3ku
Y MHULMAIN3ALAN OTIEPAllMOHHON CUCTEMBI U €€ MPOrpaMMHOI0 OCTaHOBA. Perucrpaius BeIXo1a u3
CUCTEMBI WJIM OCTaHOBA HE IPOBOJAUTCSA B MOMEHTHI allapaTypHOTo OTKIOYEHUsI HH(POPMaIlMOHHON
cucTeMbl. B mapameTpax peructpaiuu ykasblBaoTcs JaTa U Bpemsl BXoJa (BbIXO/a) MOIb30BATENs B
CUCTEMY (M3 CHUCTEMbI) MJIM 3arpy3KH (OCTaHOBA) CHCTEMBI, PE3yJIbTaT MOMbBITKM BXOJa (yCHelHas
WIM HeycneuHas), uaeHTudukarop (koj uiau (aMuwins) IOJIb30BaTeNs, NMPeIbsIBICHHBIH MpU
MOMBITKE JOCTYIIA;

peructpanusi BblIa4M Me4yaTHBIX (TpaduyecKkux) ITOKYMEHTOB Ha OyMaHbIi HocuTendb. B
napameTpax perucTpaluu yKa3blBalOTCs J1aTa U BpeMs BblJlaun (0OpallieHus K MOoJCUCTEME BBIBOIA),
crieniuKanus yCTpoMCTBa BBIAYM (JIOTHUECKOE MMsi (HOMEpP) BHEIIHETO YCTPOMCTBA), KPaTKOE
coJepKaHue JOKyMeHTa (HauMEHOBaHWE, BHUJA, HM(p, KoI), HACHTU(DUKATOP MOIH30BATENA,
3aMpOCUBILETO JOKYMEHT;

peructpanus 3amycka (3aBeplleHHs) IporpaMM U MPOLECCOB (3aJaHuil, 3a1a4), MpeIHa3HaueHHbIX
JUIst 00pabOTKM NMEPCOHANBHBIX JTaHHBIX. B mapamerpax pervcrpanuy yKa3blBarOTCs AaTa U BpeMs
3arycka, uMs (MIeHTU(UKATOp) MporpamMmbl (IIporecca, 3a1aHus), UASHTUPHUKATOP MOJIb30BaTEs,
3alpOCUBILIEr0 Iporpammy (IpoLecc, 3alaHue), pe3ybTaT 3amycka (yCIeHbli, HeyClenIHbIN);

perucTpanus MombITOK JOCTYMa MPOrpaMMHBIX CPEACTB (IIporpamMm, MpoIEccoB, 3a/1ay, 3aJaHuil) K



3anMIaemMsIM ¢aitnam. B mapamerpax perucTpaniu yKasbIBaroTCs J1aTa U BPEeMSs MOMBITKH JIOCTYIIa
K 3amuiraeMoMy (aiiily ¢ ykazaHHEeM ee pesyibrara (ycIeliHas, HeyCIeliHas), WICHTH(PUKATOP
MOJIL30BATEN, CIICIU(UKAIINS 3aIIUIIaeMoro ¢aina;

perucTpanusi MOMBITOK JIOCTyIIa MPOTPAMMHBIX CPEACTB K JOTOJHHUTEIBHBIM 3al[UIIaeMbIM
00BEKTaM JIOCTYIA (TepMUHAIAM, TEXHUYECKAM CPEIICTBAM, y3JaM CETH, JTMHHUIM (KaHaiaM) CBSI3H,
BHEIITHUM YCTPOWMCTBaM, MporpaMmam, TOMaM, Karajoram, (aiimam, 3amucsM, MmojsiM 3amuceit). B
napameTpax perucTpaiiy yKa3bIBalOTCs JaTa U BPeMs MOTMBITKH JOCTYIA K 3alIHIAeMOMY O0BEKTY
C yKazaHWeM ee pe3yiabTara (ycmemiHasi, HEyCHemHas), HWICHTU(PUKATOP IOJIH30BATEI,
crieniuKanys 3alminaeMoro 00beKTa (Jloruueckoe uMs (HoMep));

yUeT BCEX 3allHMIAeMbIX HOCHTENeH HMH(OpMAIMHU C TOMOIIBI0 MX MAapKUPOBKU U 3aHECCHHE
YUETHBIX JaHHBIX B XKypHaJl yueTa ¢ OTMETKOM 00 UX Bblaue (Ipueme);

TyOIUPYIOMIMIA yUeT 3alUIlaeMbIX HOCUTeNel nHhopMaluu;

ounctka (OOHyNeHue, 00e3THMUYMBaHUE) OCBOOOXKIAEMBIX OOJACTe ONepaTHBHOW MaMSTH
WH(POPMAIMOHHBIX CHCTEM U BHEIIHUX HOCUTEIEH HH(pOpMAIIHH;

B) o0OecIieueHue 1eTOCTHOCTH:

o0ecrie4eHre UEINOCTHOCTU MPOrPAaMMHBIX CpPEACTB CHUCTEMBl 3alUThl MEPCOHAIbHBIX JaHHbIX,
oOpabarpiBaeMoli MH(OpManMM, a TakKe HEU3MEHHOCTh MporpammHoi cpeabl. llpu sTom
LEJIOCTHOCTh CHUCTEMBI 3aIUThI MEPCOHANBHBIX JTAHHBIX IPOBEPSETCS MPU 3arpy3Ke CUCTEMBI I10
HAIUYUI0 HMEH (MACHTU(UKATOPOB) €€ KOMIIOHEHT, a LEJIOCTHOCTh MPOTPAMMHON CpPEIbI
o0ecrieynBaeTcsi OTCYTCTBHEM B HWH(POPMAIMOHHON CHCTEME CPEICTB Pa3pabOTKM W OTIaIKU
porpamm;

dbusnueckas oxpaHa TEXHUYECKUX CPelCTB MHGOPMAIMOHHON cucTeMBbl (YCTPOHCTB M HOCHUTENEH
uH(pOopMalnn), IPeayCMaTPUBAIOIIAsl IOCTOSIHHOE HAIMYUE OXPaHbl TEPPUTOPUH U 3AAHUS;

NEPUOANYECKOE TECTUPOBAHHE (PYHKIIMI CUCTEMBI 3aIIUTHI TIEPCOHANBHBIX JaHHBIX MPU U3MEHEHUU
MPOrpaMMHOM cpejibl U ToJb30BaTelield NH()OPMAITMOHHOW CHUCTEMBI C TIOMOIIBI0 TECT-TPOTpaMM,
MMUTUPYIOLIUX NONBITKA HECAHKI[MOHUPOBAHHOT'O JOCTYIIA;

HaJIM4YUE€  CPEACTB  BOCCTAHOBJIEHMS ~ CHUCTEMBl  3AIMTHl  IEPCOHAIBHBIX  JAaHHBIX,
IpeyCMAaTPUBAIOLINX BEIEHUE JIBYX KONUN MPOTPaMMHBIX KOMIIOHEHTOB CpPEJICTB 3alUThI
UH(pOpMaLNH, UX NTEPUOANYECKOe OOHOBJIEHNE U KOHTPOJIb pabOTOCIOCOOHOCTH.

4.3. Ilns uHGOPMAIIMOHHBIX CHUCTEM | Kilacca MpU MHOTOIMOJIB30BATEIBCKOM pexuMe 00paboTKH
MEPCOHANIBHBIX JAHHBIX M PAa3HbIX IMpaBax JOCTyNa K HUM [OJIb30BATENEH MPUMEHSIOTCA
CJIEYIOIE€ OCHOBHBIE METOIBI M CIIOCOOBI 3aIIUTHI HH(GOPMAIIHH:

a) yrpaBJieHHE JOCTYIIOM:

UJCHTUQUKAIMS M TpOBEepKa TOJIMHHOCTH TIOJb30BaTeNsd TMpPH BXOAE B CHUCTEMY IO
UACHTUPHUKATOPY (KOAY) W TApOJIO YCIOBHO-TIOCTOSIHHOTO JEWCTBUS JJIMHON HE MEHee IIEeCTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;

UACHTU(DHUKAIUS TEPMHUHAIIOB, TEXHHYECKUX CPENICTB, Y3JIOB CETH, KAHAJIOB CBSI3M, BHEIIHUX
YCTPOMCTB IO JOTHYECKUM UMEHAM;

uAeHTU(UKAIMS TPOTpaMM, TOMOB, KaTanoros, (aisoB, 3amucei, moje 3amucel Mo UMeHaM;

KOHTPOJIb JOCTYyIIa IMOJIb30BaTelIeH K 3alllUIlaeMbIM pecypcaM B COOTBETCTBUU C ManPII.IefI AO0CTYIIA;



0) perucrpanus 1 y4er:

peructpanys BXoAa (BBIXOJA) MONB30BATENECd B CUCTEMY (M3 CHUCTEMBI), JIMOO pETrUCTpaIlHs
3arpy3Kd U MHUIUMAIM3AIUNA OTNIEPAIlMOHHON CUCTEMBI U €€ MPOrpaMMHOI0 ocTaHoBa. Peructpanus
BBIXOJIa M3 CHUCTEMBl WJIM OCTaHOBa HE MPOBOJUTCS B MOMEHTHI allapaTypHOTO OTKIIOYECHUS
nH(pOPMallMOHHON cHCcTeMbl. B mapamerpax perucTpauuu yKas3bIBalOTCS JaTa W BpeMsi BXoJa
(BBIXO/Q) TMOJIH30BATENS B CUCTEMY (M3 CHCTEMbI) WJIM 3arpy3ku (OCTaHOBA) CHCTEMbI, PE3yJIbTaT
MONBITKU BXoAa (yCIelTHas WIIM HEYyCIenHas ), uaeHTuGuKaTop (Koa win GpaMuius) mojb30BaTes,
NpPEIbABICHHBI TPU TOMBITKE AOCTYNa, KOJ WM Tapojb, MPEABSBICHHBIM NPU HEYCIEHIHOM
MOTIBITKE;

perucTpanusi BBIJAYHM TEYATHBIX (Tpaduueckux) JOKYMEHTOB Ha OyMaKHBI HOCUTENb. B
napaMeTpax perucTpalldy yKa3bIBaroOTCs JaTa U BpeMs Bblgauu (0OpaleHus K MoICUCTEME BBIBOJA),
crenuduKanus yCTpOMCTBa BBIJAYM (JOTHYECKOE MMs (HOMEp) BHEIIHETO YCTPOHCTBA), KPaTKOE
collepkaHuEe JOKyMEHTa (HauMeHOBaHME, BHJ, WHUpP, KOI), HACHTU(DUKATOP IOJIH30BATEIA,
3alPOCHUBILIETO IOKYMEHT;

perucTpanus 3amycka (3aBepIlIeHus) MporpaMM U MPOILECCOB (3aJaHMi, 3a7a4), IpeIHa3HAYCHHBIX
JUIsi 00paOOTKH MEPCOHANBHBIX JAaHHBIX. B mapamerpax perucTpanuy yKasbIBAIOTCS JaTa M Bpems
3amycka, uMs (HIeHTU(UKATOP) TIporpaMMBbl (TIporiecca, 3a/lanus), HICHTU(PUKATOP MOJIb30BATEI,
3alpOCUBILIETO Iporpammy (IpoIecc, 3a/laHue), pe3yabTaT 3amycka (yCIelHbIi, HeyCIenTHbIN );

perucTpaius MoIbITOK IOCTYyIa MPOTrPpaMMHBIX CPEACTB (IMpOrpaMM, MPOILECCOB, 3a7ay, 3aIaHui) K
3aniiaeMbiM ¢ainaM. B mapamerpax peructpanuu yka3plBaroTCs AaTa U BpeMs MOIBITKU JOCTYIIa
K 3amuiiaeMoMy (aiiity ¢ ykazaHueM ee pesynbTara (yCIeniHas, HEeyCIelIHas), HISHTH(PUKATOP
MOJIb30BaTeNsl, CrieuUKaLN 3aluiaeMoro daina;

perucrpanys HOIBITOK JOCTyNa MPOIPaMMHBIX CpPEICTB K JIOMOJHUTENIBHBIM 3allUIIAeMbIM
o0BeKTaM J1ocTyna (TepMHUHajIaM, TEXHUYECKUM CPEICTBaM, y3JlaM CETH, JUHUAM (KaHajaMm) CBSI3H,
BHEIIIHUM YCTpOMCTBaM, Iporpammam, TOMaM, Katajoram, (aiiam, 3amucsm, NojsiM 3anuceit). B
napaMeTpax perucTpalnuy yKa3blBaloTCs J1aTa U BpeMsl OMBITKU JOCTYIA K 3aIUIIAEMOMY OOBEKTY
C yKazaHMeM ee pe3yibTara (yCHemiHasi, HeycHelmHas), HWICHTU(PUKATOp IOJIb30BATEINs,
cnenuguKanus 3auinaeMoro oo0bekTa (JJoruaeckoe ums (Homep));

ydeT BCeX 3alllMIIaeMbIX HocuTelnell MHPOpMalMKU C MOMOUIbI0 MX MAapKUPOBKU U 3aHECEHHE
YUETHBIX JAHHBIX B KypHaJl yueTa ¢ OTMETKOM 00 UX Bblgaue (pueme);

ouncTtka (0OHyneHHe, O00e3TMYMBaHUE) OCBOOOXKIAEMBIX O0JacTel OmepaTHBHON MaMSTH
WH(OPMAIIMOHHON CHCTEMbI M BHEIITHUX HAKOMUTEINEH;

B) o0OecrieueHue 1eTOCTHOCTHU:

o0OecrieyeHre UEINOCTHOCTH MPOrPAaMMHBIX CpPEACTB CHUCTEMBl 3alllUThl MEPCOHAIbHBIX TaHHbIX,
oOpabaTbiBaeMOil HMH(OpMaIMK, a TaKXkKe HEU3MEHHOCTb IporpaMmHoil cpeabl. [lpu sToM
LEJIOCTHOCTh CHUCTEMBI 3alUThI MEPCOHANBHBIX JTAHHBIX MPOBEPSETCS MPHU 3arpy3Ke CUCTEMBI I10
KOHTPOJIbHBIM CyMMaM KOMIIOHEHTOB CHCTEMBI 3alllUThI, a LEJIOCTHOCTh IPOrPaMMHOM Cpe.bl
o0OecrieunBaeTcs HCIOJIb30BAHUEM TPAHCISTOPOB C SI3BIKOB BBICOKOTO YpPOBHS U OTCYTCTBHEM
cpeacTB MoaudUKanuu OOBEKTHOTO KOZa MpOorpaMM B Ipolecce 00pabOoTKH M (MIIM) XpaHEHUs
MEePCOHAIBHBIX JaHHBIX;

¢u3uueckas oxpaHa TEXHHYECKHUX CPEICTB MH(POPMALMOHHON CUCTeMBI (YCTPOWCTB M HOCUTENeH
uH(pOopMalnn), MpeaycMaTPUBAIOIas KOHTPOJIb JOCTYIA B TOMEIIEHUS TOCTOPOHHUX JIUI], HAJTHYHE
HAJEXKHBIX MPENATCTBUN JUIs1 HECAHKIIMOHUPOBAHHOT O IIPOHUKHOBEHHUS B [IOMEILEHUS U XPAHUIIUILE



HocuTeneil nudopmanuu;

MEPUOANYECKOE TECTHPOBAHKUE (PYHKIIMIA CHCTEMBI 3aIIUTHI TIEPCOHALHBIX JAaHHBIX MPU U3MEHEHUN
MPOrpaMMHOM Cpellbl U TMOJb30BaTeNlel MHPOPMALIMOHHOW CHUCTEMBI C MOMOIIBIO TECT-IPOrpamwm,
MMUTHUPYIOIIUX MMOMBITKA HECAHKIIMOHUPOBAHHOTO JJOCTYIIA;

HaJIM4YUE  CPEACTB  BOCCTAHOBJEGHMSI ~ CHUCTEMbl  3alIUThl  I[EPCOHAJIBHBIX  JIAHHBIX,
MpEeAyCMaTPUBAIOIINX BEJICHUE [IBYX KOMUN MPOrpaMMHBIX KOMIIOHEHTOB CPEJICTB 3alUThI
uH(pOpMaIK, UX TEPUOANYECKOE OOHOBICHHE U KOHTPOJIb pabOTOCTIOCOOHOCTH.

4.4. be3zonacHOoe MEXCETEBOEC B3aMMOJICHCTBHE IJIsi MH(POPMAIMOHHBIX CHCTeM | Kiacca mpH HX
MOJKIIIOUEHUU K CEeTSIM MEXKIYHApOJAHOTO HMH(POPMAIMOHHOTO OOMEHA JIOCTHTaeTCsl MyTeM
MPUMEHEHUS CPEACTB MEXKCETEBOTO JKPAaHUPOBAHMS, KOTOPhIE OOECICYMBAIOT BBITTOJIHCHHE
CIEIYIOIUX (YHKITHI:

bunbTpaMio Ha CETEBOM YpPOBHE [UISI KaXKIOTO CETEBOT0 IaKeTa HE3aBUCUMO (pElIeHHE O
GuIbTpaUM TPUHUMACTCS HAa OCHOBE CETEBBIX aJPECOB OTIPABUTEIS M TOTYyJaTels UM Ha OCHOBE
JIPYTUX YKBUBAJICHTHBIX aTpHOYTOB);

(GUIBTPALIMIO TAKETOB CIYKEOHBIX MPOTOKOJIOB, CIY)KAIlUX sl JUATHOCTUKUA M YIPaBICHUS
paboToii CeTeBbIX YCTPOUCTB;

q)HHBTpaI_II/IIO C YUYCTOM BXOJHOI'O M BBIXOJHOI'O CETCBOI'O I/IHTep(beﬁca KaK CpC€acCTBa IIPOBCPKH
MOJJIMHHOCTU CCTEBLIX aIpCCOB;

(GUIBTPAIUIO C YIETOM JIFOOBIX 3HAYUMBIX TIOJICH CETEBBIX MAKETOB;

q)HJ'ILTpaI_II/IIO Ha TPaHCIIOPTHOM YPOBHE 3alIpOCOB Ha YCTAHOBJICHUC BUPTYAJIBbHBIX COG,Z[I/IHCHI/Iﬁ C
YUYCTOM TPAHCHOPTHBIX aAPCCOB OTIIPABUTECIIA U OJIYUATCIIA,

q)HJII)TpaIII/IIO Ha MPHUKIAAHOM YPOBHC 3aIllpOCOB K MPUKIAJHBIM CEPBUCAM C YUCTOM IPHUKIIAAHBIX
aZIpeCoOB OTIIPABUTECIIA U ITOJTy4aTCIIAd,

(GUIBTPAINIO C YYETOM JaThl U BPEMEHHU;

ayTeHTU(UKALMIO BXOJAIINX M UCXOASIIMX 3allpOCOB METOAAMU, YCTOMUMBBIMH K IAaCCUBHOMY M
(M7M) aKTUBHOMY IIPOCITYIIMBaHUIO CETH;

pETUCTpaAIMIO W y4eT (UIBTPYEMBIX IMAaKeTOB (B IMapaMeTpbl PETHCTPAllMU BKIIOYAIOTCS aJpec,
BpeMs U pe3yabTar (GUIbTpalun);

PETUCTPALMIO U YYET 3alIPOCOB HA YCTAHOBJIICHUE BUPTYAJIbHBIX COCIUHEHUN;
JIOKQJIbHYIO CUTHAJIM3AIMIO TIOTBITOK HAPYLIEHUS MPaBU GUIIbTPAIH;

I/II[GHTI/I(i)I/IKaHI/IIO n aYTeHTI/I(i)I/IKaIII/IIO AAMUHUCTPATOPA MCKCETCBOI'0 3KpaHa IPU €ro JOKaJIbHBIX
3arpocax Ha JOCTYII 11O I/I,Z[eHTI/I(l)I/IKaTopy (KO)IY) " IapOoJit0 YCJIIOBHO-TIOCTOSAHHOT'O HGP’ICTBHH;

NpeNOoTBpallleHe  J0CTyla HEeUJECHTU(UIMPOBAHHOTO  IOJb30BATENsl MM  I0JIb30BaTeds,
HO/UIMHHOCTh MJICHTU(UKAIIMU KOTOPOTO MPU ayTeHTU(UKAIINH HE TIOATBEPANIACE;

UJCHTUPHUKAIMIO U ayTEHTU(PHUKAIMIO aIMHUHHUCTPATOpPa MEXKCETEBOT0 3KpaHa MpH €ro yAaJeHHBIX
3arpocax METoJaMHM, YCTOMYMBBIMU K TACCUBHOMY M aKTUBHOMY IepeXBaTy HH(POpMaIIH;

perucTpanmio BxoAa (BbIX0Ja) aJMUHUCTPATOpPa MEXKCETEBOIO0 3KpaHa B CHUCTEMY (M3 CHUCTEMBI)
100 3arpy3Kd U MHUIMAIU3alUU CUCTEMBI U €€ IPOrpaMMHOI0 OCTaHOBA (pErucTpalms BbIXoa U3
CHCTEMBI He NTPOBOJIUTCS B MOMEHTHI allllapaTypPHOT0 OTKJIIOUEHHSI MEKCETEBOI0 IKPaHa);



PErUCTpalUIO 3aIlyCKa MPOorpaMM U IIPOLIECCOB (3a/laHui, 3a/1a4);

PETUCTpALIMIO JCUCTBHUA aIMUHUCTPATOpa MEXKCETEBOIO0 JSKpaHa MO0 W3MEHEHUIO MPaBUII
bunpTpany;

BO3MOXXHOCTbh JTMCTAHIIMOHHOT'O YIPABJICHUS CBOMMHU KOMIIOHEHTaMH, B TOM 4YMCJIE BO3MOXHOCTb
KOH(UrypupoBaHusi (GpuibTpoB, MPOBEPKH B3aWMHON COTJACOBAHHOCTH BceX (MIBTPOB, aHAIM3A
pEerucTpanMoHHON HH(OPMALINK;

KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOTrpaMMHOM U HH()OPMAITMOHHON YacTH;

KOHTPOJIb 1LI€JOCTHOCTH IPOrpaMMHOM M HMHGOPMALMOHHOM YacTH MEXKCETEBOI0 3KpaHa I10
KOHTPOJIBHBIM CyMMaM;

BOCCTAQHOBJICHHE CBOMCTB MEKCETEBOI'0 OKpaHa 11ocCJeC c00€EB 1 OTKAa30B 060py;[013aH1/1;1;

perilaMeHTHOE TECTHPOBAHUE PEAIM3aIMK MpaBui (GUIBTPALMH, ITPOIECcca PErUCTpalny, mpolecca
UJACHTUPHUKAIIMA W ayTeHTH(UKALUU 3alpocoB, Ipolecca WACHTH(PHUKAIMKA W ayTeHTH(UKALUU
aJIMUHHCTPATOpa MEXCETEeBOr0 JSKpaHa, Ipolecca PEerucTpanuu JAeHCTBUIl aJMHHUCTPATOpa
MEKCETEeBOr0 3KpaHa, Mpoliecca KOHTPOJS 32 IEJOCTHOCTHIO MPOrpaMMHON M MH(OPMAIIMOHHON
YaCTH, MPOLEyPbl BOCCTAHOBJICHUS.

5. AHanu3 3allMIIEHHOCTH MPOBOAMUTCSA JJIsl paclpelleIeHHbIX HH(OPMAIMOHHBIX CHUCTEM U
MH(OPMALIMOHHBIX CUCTEM, MOJKIIOYEHHBIX K CETSIM MEXAYHAapPOJHOr0 HH(POPMALIMOHHOTO OOMEHa,
OyTeM  HCHOJb30BaHHMA B  cOCTaBe HMH(DOPMAIMOHHOW  CHCTEMBbl INPOTPaMMHBIX WU
IPOrpaMMHO-aINAPaTHBIX CPEICTB (CUCTEM) aHAIM3a 3ALUILIEHHOCTH.

CpencTBa (cucTeMbl) aHalIM3a 3alLUIIEHHOCTH JOJDKHBI 00€CreuyuBaTh BO3MOXKHOCTh BBISBIICHHS
YSI3BUMOCTEM, CBA3aHHBIX C OLIMOKaMU B KOH(QUIypaluu MPOrpaMMHOrOo oOecrnedeHus
UH(POPMALIMOHHOM CHUCTEMBI, KOTOPbIE MOT'YT OBbITh MCIOJIB30BAHbI HAPYIIUTENIEM AJIS pPealu3aluu
aTaKl Ha CUCTEMY.

6. OOHapyXeHHE BTOP>KEHUI MPOBOJIUTCS 111 UHPOPMALIMOHHBIX CUCTEM, MOJIKIIFOUEHHBIX K CETAM
MEXYHApOJAHOT0 MH(POPMAITMOHHOTO 0OMEHa, IyTeM HMCII0JIb30BaHMs B COCTaBe MH(OPMAIIMOHHON
CUCTEMBl MPOTPaMMHBIX WM TPOTrpaMMHO-aNNapaTHBIX CpPeACTB (CHUCTEM) OOHapyKEHUs
BTOPKECHHM.

7. Jlns uH@OpMaLMOHHBIX cucTeM | Kjacca HIpHUMEHsIETcd IpOorpaMMHOE OOecleueHHe CpesCTB
3alUThl MHQOPMAIMH, COOTBETCTBYIOLIEE 4 YPOBHIO KOHTPOJSl OTCYTCTBUS HEAEKIapUPOBAHHBIX
BO3MOKHOCTEM.



